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Introduction

In today’s world people need to be able to communicate securely. This is very important for governments,
banks, hospitals and individuals. These codes are based on math problems that are hard to solve. We have
something called quantum computers. These computers are very powerful. Can solve those math problems
quickly. They can break code we use to keep our information safe. Also, a way called quantum cryptography to
keep information safe. This makes it very hard for someone to intercept and read our messages.

One of the well-known ways to use quantum cryptography is something called Quantum Key Distribution. This
lets two people create a code that only they can understand. We know this code is secure because it is based on
science. This paper is going to look at quantum cryptography. We will explore how it works how we can use it in
life and what we can expect from it in the future. Quantum cryptography is an interesting topic and we will learn
more, about it, including its theoretical basis, practical implementation and future prospects.

"Unlike classical encryption quantum cryptography is not based on
assumptions. It is secured by fundamental laws of physics."

Technology Overview

People came up with the E91 protocol, which uses something called quantum entanglement to make it even
safer. Over time people have thought of new ways to do this like using decoy states or making it so that the devices
used to measure the quantum states do not affect the security of quantum cryptography, which is also known as
quantum key distribution or QKD. They have also come up with a way to do it with variables, which is another
type of quantum cryptography.

People have also made a lot of progress in testing quantum cryptography. They have been able to use it to
send messages over long distances like through optical fibers or even through space using satellites. Some of these
tests have been able to send messages over one thousand kilometers, which's a long way. Now people are working
on making cryptography work with the systems we already have for communicating. At the time people are
working on something called post-quantum cryptography, which is, like a backup plan.

Qubits: The Building Blocks of Quantum Computing

A qubit, which is a bit is the smallest thing that can hold quantum information. It is different from the bits we
use in computers, which can only be a 0 or a 1. Qubits can be both 0 and 1 at the time, which is cool. This special
thing about qubits lets quantum computers look at a lot of possibilities at once. Here is what | mean:
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1 qubit=2 states

2 qubits=4 different states
If you have n qubits they can be in 2 to the power of n states. We can make qubits using different things like
Superconducting circuits, ions, Photons and electrons. But qubits are easy to mess up so we have to keep them
very cold and quiet to make them work right. Quantum computers need conditions to work properly which is why
qubits are so sensitive to what is, around them. Qubits and quantum computers are still interesting even if they
can be hard to work with.

Quantum Entanglement

Quantum entanglement is interesting. It happens when two or more qubits get connected in such a way that
what happens to one qubit instantly affects the other no matter how apart they are. Albert Einstein said this is
like "spooky action at a distance". He thought it was weird.
Key Characteristics:

e Entangled qubits have connected states

e If you measure one qubit it instantly changes the other

e This helps make quantum computations better
Quantum entanglement is important, for quantum algorithms. This is because it lets many qubits work together
as one system than each one working alone. Quantum entanglement makes this possible.

IBM Quantum Computing Systems

IBM is a company that's good at making quantum computers. They are making processors that use something
called superconducting qubits. IBM Quantum is making computers that people can use over the internet, they are
making processors with a lot of qubits like tens or even over 100 and they are trying to figure out how to fix
mistakes in computers and make them bigger
IBM has shown that they can make a lot of qubits work together in their quantum processors. For example: A
system with 27 qubits was able to get all the qubits working together and a processor with 65 qubits was able to
do some complicated things with the qubits. IBM Quantum has come up with some ideas recently like dynamic
circuits. These circuits make it easier to get qubits that're far apart to work together and do complicated math
problems more quickly. IBM Quantum is still working on these things. They are getting better at making quantum
computers all the time. IBM Quantum and their quantum computers are important, for the future of computing.

Theoretical Foundations

Quantum cryptography is based on an important idea from quantum mechanics. Quantum cryptography is based
on key principles of quantum mechanics. There is superposition, which's when a quantum system can be in many
states, at the same time. Quantum cryptography is based on the Heisenberg Uncertainty Principle, which says that
when we measure a system, we change its state. These principles of quantum mechanics including superposition
and entanglement and the Heisenberg Uncertainty Principle and the No-Cloning Theorem make sure that if
someone tries to listen in on a communication channel, they will introduce disturbances that we can detect.

Methodology

This research uses a mixed-method approach that combines analysis, simulation and experimental review.
Theoretical Analysis

The study starts with a mathematical formulation of quantum cryptographic protocols, particularly BB84 and E91.
Simulation

We do simulations to see how QKD protocols work under conditions including: Channel noise, Photon loss,
eavesdropping attacks, such as intercept-resend and photon-number splitting
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Experimental Review

This includes fiber-optic QKD systems, satellite-based communication and integrated photonic devices.
Performance Metrics

We use metrics to measure performance, including Key generation rate, Quantum bit error rate, which is also
called QBER, Security level and Transmission distance. We want to see how well quantum cryptographic protocols,
like BB84 and E91 work, in these areas.
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Figure 1: Overview of Quantum Cryptography principles and QKD Credit: Research Gate

Key Findings & Impact

Quantum Key Distribution Protocols

1. BB84 Protocol

The BB84 protocol uses particles that are polarized to send information. Alice sends these particles
in different ways. She chooses how to send them by chance. Bob measures them in his way also chosen
by chance. After sending they talk on a channel to see if they used the same way.

2. E91 Protocol
The E91 protocol uses pairs of particles that are connected. This connection makes it secure, based
on a theorem, by Bell. If someone tries to listen they will be caught.

3. Decoy-State Protocols
These protocols make it more secure. They add information to detect when someone tries to steal
by splitting light particles.

Applications

Quantum cryptography is really useful in areas like:

. Secure communication in government and military sectors
. Financial transactions and banking systems
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Keeping healthcare data safe
. Cloud security and data centres
Quantum cryptography helps keep things secure, in government and military sectors. It is also used for
transactions and banking systems. Additionally quantum cryptography is used for security and data
centres.

Challenges and Limitations

Quantum cryptography is really good at keeping things secure. It has some big problems. One of
the problems with quantum cryptography is that it is very expensive to set up because it needs special
equipment and infrastructure that costs a lot of money to build and take care of. Quantum cryptography
also has a problem with how it can send information because it can only send it a short distance, which
means it is not very useful for big networks. The system is also very sensitive to things like noise and
changes in the environment, which can make it hard to send information accurately and reliably.
Quantum cryptography systems are also hard to connect to the systems we already have which causes
problems that need to be fixed before we can use cryptography on a big scale. Quantum cryptography
has a lot of potential. These problems, with quantum cryptography need to be solved.

What's Next?

Quantum cryptography is something that people are going to keep studying in the future. They want to make
it better so it can be used by people. One thing that would really help is if they could make repeaters. These
repeaters can help send messages over long distances. They do this by keeping the quantum signals strong.

People are also trying to figure out how to use cryptography with other technologies like 5G. This will make it
more useful, in the real world. Another thing that people are working on is making quantum devices smaller. They
want to make them easier to use and more efficient. Quantum cryptography can also be used with types of
security methods. This will make it even safer.

As people learn more about quantum computing and photonics quantum cryptography will get better. It will
be used by more people, and it will be safer and more efficient. Quantum cryptography is going to be used in
different industries, and it will be very important. Quantum cryptography will really change the way we send
messages.

Conclusion

Quantum cryptography is a change; in the way we keep our messages safe. This means that it does not rely
on computers to keep our messages safe. Quantum cryptography is very secure. There are still some problems to
solve. People are working on it and making new discoveries. As quantum technology gets better quantum
cryptography will become an important part of how we send messages in the future. It will be a key part of future
communication systems.
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